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Introduction

The Access Point’s Back Panel

The Access Point’s port (where an uplink
network cable is connected) is located on the
Access Point’s back panel, the power is
supplied by power over Ethernet (802.3af
standard).

The Access Point’s Front Panel

User port: This LAN (Local Area Network
100 base T) port allows to connect other
Ethernet network devices, such as a
computer, a hub, switch, router, printer, etc.

Reset Button: This button has two uses:
Short press will reboot the AP

Long press (more than 5 seconds) will reset
the AP to its factory defaults (blue Leds will
flash)

Green Power LED: The Power LED lights up
when the Access Point is powered on.

Blue Radio LEDs: The radio LED light up
when the radio is active.
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1.1/ HOW TO ACCESS THE WEB-BASED INTERFACE

1. You have a computer running Windows XP

Check if the UPnP protocol is activated on - Make sure the Universal Plug and Play
your computer. Otherwise follow this check box is selected. And click on OK, then
procedure: Next until the installation is complete.
- Click on the Start Menu->Settings->Control
Panel UPnNP is now activated on your computer,
- Click “Add or Remove Programs” in Control when clicking on the Network Neighbourhood
Panel. icon on your desktop, a window will display the
- Click “Add/Remove Windows Components”. Legrand Access Points discovered using

- In the Components list, select the Networking UPnP.
Services entry, and then click Details.

Double click on one Access point to access the web configuration interface.

2. You have a computer running a different Windows version, MAC, Linux,
Unix or other

Use the CD ROM to launch the Legrand The main menu will be displayed automatically
Control point discovery utility. on your screen. If the main menu does not
Insert THE CD-ROM SUPPLIED WITH THE appear automatically, browse the contents of
ACCESS POINT. This CD provides the tools the CD-ROM and doubleclick on the file
needed to configure your wireless network. “setup.exe”.

Legrand Centrol Point

u bgl'ﬂnd. BISCOVER UTILITY
IS =1 :

Legrand active devices settings

Device Type Device Name: MAC Address Configurstion URL
Pont dhcces Legrand Legrandh? AP Legrand 010042 O0:04: 7401 :00:42 hetpefi10.10.19.67)
Poirk dhcces Legrand LegrandAP_AP Agora_DIDDSE 00:04:74:01:00:9E hetp:i10.10.8.5/
{Swatch Maruge sblie Legr ond LegrandSmtch_Support TechvDIl_040003 00 04: 74:04:00000 hitp:if10.10.19.193f
iSwach Manageable Legrand LegrandSentch_Salle Marketing_0H0010 00:04:74:04:00:10 hetp:f10.10.19.156/

o] [Cotom] (o]

The list will show you all the Legrand Access Points in your installation.
Select one Access Point and click on connect to access the web configuration interface.

=N
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1.2/ CONFIGURATION PASSWORD INPUT

On the first connection to the management web interfaces, or after a full reset, no password
will be prompted to configure the Access Point; it is highly recommended to protect your
Legrand Access Point using a password, in which case access to the management web
interfaces will be subject to prior authentication. The Login will then be “admin”, and the
password will have to match with the one previously configured.

Connect to 10.10.48.26

User :

Password :

[C] Remenber my password

OK Annuler

Caution

Depending on your webbrowser, a
“‘Remember my password” dialog box may
be presented to you when the management
web interfaces are password-protected.
Enabling this option means your browser
will fill in the password automatically for you
for all subsequent connections to the
management web interfaces.

Do not check the option Remember my
password if other people have access to
your PC, or they could modify the Access
Point configuration without having to provide
the configuration password.

()
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1.3 / CONFIGURATION WIZARD

[1legrand’

CONFIGURATION WIZARD

Lllegrand

Save |

ACCESS POINT OVERVIEW

Wi-Fi Access Point Settings

FEMOTE MANAGEMERT
ETHERMET INTERFACE
VARELESS INTERFACE

CONFIGIRATION WAZ7ARN -
sEi11ll
L] [ ]
™

Thig page allzvwe to quickly configure the most inportant parsmeters of your
Awcess Pull,

It i only dispiayed as the starting page when your Access Foint has not been
corfigured yet. To nanually go back to iz pace durirs the succasiive
connections click cn Configuration Vwizard in the main memnu.

On thiz pege, you will be gromptesl for o wircloas networl neme (SSI0) to
identity your networks to wireless clients that would ike to connecl to it

Yo will sloe be prompted for & sacret WP A, ar WRAD (B02.111) key, that il ba
reciuired by any client to be allowed to connect to the wireless network.

Wou muet also provde sn sdmin paeoword, in order to prevert unsathorized
ugers changng your Access Point's configuraion.

Wil ran A A R arnees wirslees rebuvenrk by Hekine the coeeespnnding

Click here to get manuals and latest firmwares from Internet

Easy Configuration Setup

Chopse a network name (SSID)

Choose your VWPA key

Chuuse a new admin passwurd

Metype the new admin password

Add a guest access limited to an Intemnet "
access

Choopse the Guest Access network name
(SSID)

|Inharnet

Apply & Save

This page offers a quick access to the main security features of your Access Point.

First enter the network name (SSID) of your
choice.

In the field choose your WPA Key select a
wireless key (at least 8 characters long), this
will have to be entered on all wireless devices
to connect to the wireless network.

In the field choose a new admin password
enter the password of your choice.

This password will be required to modify the
configuration of your Access Point.

Click on Apply & Save to update and save
this configuration.

By using this quick setup page, your Access
Point is configured with the Static WPA or
WPA2 encryption method (using the key
provided).

When you tick Add a guest access limited
to an Internet access, you can define a
nonsecure wireless network but this network
will only enable access to the Internet.

Use the Choose the Guest Access network
name (SSID) field to give a name to your
limited-access network.

When vyour configuration is done, the
connection between your computer and the
Access Point will be interrupted.

In order to restore your computer’s wireless
connectivity, you will need to apply the same
encryption and key to your PC’s wireless
connection settings.

At this stage your AP is secured and ready
to use, if you need to modify advanced
parameters use the left menu of the web
interface.

()]
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1.4/ ACCESS POINT OVERVIEW

Lllegrand

»
u Iegrand ACCESS POINT OVERVIEW
Wi-Fi Access Point Settings
ACCESS POINT OVERVIEW W
REMOTE MANAGEMENT
ETHERMNET INTERFACE This page sunmarices the general status of your Access Point. Highlighted
ks to stion wetpages. By clicking on the number of
VRELESS INTERFACE :m:«wus:s(«sm:?roﬂr’wmdwmmnn;m'm &
CONFIGURATION WIZARD addresses, connection rates and RSSis.
L
== A0 NN
L oy
AP name AP Entree
Uptime 16:37
VLAN disabled
802.11hg Radio enabled
802.11a Radio disabled

Connected users

0

The screen provides an overview of the Legrand AP main information.

AP Name This name will identify your Access Point (i.e. it is shown in the
discovery utility)

Uptime Shows how long the Legrand AP has been running since its
last reboot/power on

VLAN Status of VLAN trunking Enabled/Disabled

802.11bg Radio Status of the 2.4GHz band radio Enabled/Disabled

802.11a Radio* Status of the 5GHz band radio Enabled/Disabled

Connected Users List of currently connected Wireless clients

Definition of RUNNING CONFIGURATION & STARTUP CONFIGURATION

In each configuration web interface, changes  This allows the user to test the configuration

have to be activated using the “Apply” button. (making changes and pressing the Apply

This will make the changes effective on the buttons on the relevant pages), and only to

Access Point. press the Save button when the configuration

In order to store the settings for the next is satisfactory.

reboot you have to press the Save button. All the settings that are active while the Save
button is pressed will survive a reboot.

* Only for Dual band Access point.

N
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1.5/1P ADDRESS

[llegrand®

ACCESS PONT OVERVEW
REMOTE MANAGEMENT

REMOTE MAHAGEMENT - IP ADDRESS

Lllegrand

j'rl - & X

Wi-Fi Access Point Settings

IPF ADDRESS L]

Thiz page contains nformalion about access fo the Access Port

AOARN PAS TWORD
FIFSMAR E LANAC BUENT
CONF IO MANAG EMENT
REBOOT/FULL RESET
MSNAGEMENT INTERFACE

« Enabling dynamic sddressing activetes DHCP on the AP,
« Omerwize, 8 stetic IP sddress wil nesd to be provided in P

your AR whan you
PP discovery. Y hoose the P

address and Netmask fiskds. Detaut galewary and DNS server are
optional parameters.

10, UPNP £ $YSLOG

TIME SETTINGS A
Management interface IP configuration

ETHERNET MTERFACE

VWIRELESS NTERFACE

CONFIGURATION VAZARD

AP Name

Allow management access on VLAN 1]
SE BEEE P oddessiogiorapu
u z e Use AUTO.IP with DHCP
IP addiess
Netmask
Default gateway
DNS server
AP Name

This name will help you to identify your
Access Point.

Allow management access on VLAN

All management/configuration access to the
AP can be restricted to a specific VLAN on
the uplink port.

By default, VLANSs are disabled, and access
to the management interface is allowed from
any interface.

If needed, one VLAN on the uplink port can
be selected as the only way to access the
management interface (VLANs must first be
enabled to do so, see the Ethernet Interface
section).

Note: if VLANs are enabled you can restrict
management/configuration access to a
specific VLAN ID or to the native VLAN.

Dynamically retrieve an IP address (DHCP)
You can either use Dynamic (DHCP) or Static
(use the following IP address) IP addressing
for the AP management.

By default or after a full reset, the Access
Point is set to use DHCP.

AP Entree

(© Dynamically retrieve an IP address (DHCP)
Enable AUTO-IP

Native
O Use the following IP address

Apply

Enable AUTO-IP

If Enable Auto-IP is checked, the AP will fall
back to Auto-IP addressing mode
(169.254.0.0/16) if no DHCP server can be
found on the network.

Use the following IP address

(An IP address must be unique in your
network. Netmask, Default Gateway and
DNS Server, values can be safely copied
from a computer already configured with static
IP addressing in your network)

IP Address: Type in the static IP address for
your Access Point.

Netmask: Type in the IP Netmask for your
network.

Default Gateway: Type in the default
gateway IP address (used for any traffic
beyond the local network).

DNS Server: Type in your DNS IP address
(optional).

After changing settings on this page, click the
Apply button to validate your changes and
click the Save button to keep your changes
for future reboots.

oo
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1.6 / ADMINISTRATION PASSWORD

u legrand. REMOTE MANAGEMENT > ADMIN PASSWORD

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT
IP ADDRESS

Wi-Fi Access Point Settings

This page allows you to change the password required to change the Access
Point's configuration.

Entering an emply password is forbideden. Warming! Using the Configuration
Wizard will override this password.

ADMIN PASSWORD L]
FIRMWAR E MANAG BMENT
CONFIG MANAGBMENT
REBOOT/FULL RESET

MANAGBMVENT INTERFACE

SHNMP, UPNP 2 §YSLOG
TIME SETTINGS i 5

Admin password configuration setup
ETHERNET INTERFACE
WIRELESS INTERFACE

CONFIGURATION WIZARD

s=ifnl
T ==

New Password |

Confirm new Password |

This page allows you to change the Access Point’s configuration password.
Enter the new password into the two fields, and click the Apply button to apply your changes.

Important:

Restoring the Access Point’s factory defaults
will erase your Password settings. No
password will be prompted for the web
interface after a factory defaults reset.

(e
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1.7 | FIRMWARE MANAGEMENT

L1legrand’
PEMOTE MANAGEMENT » FIRMWARE MAHNAGEMENT

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT
IP ADDRESS

Wi-Fi Access Point Settings

This page allows you to check the current firmware running on your Access
Poirt and to upgrade & with a binary firmware stored on your computer . Traffic
will continue 10 be handied by the Access Point during the finmware upgrada,
but no change in the configurstion nor a reboot should be perfoermed before the

ADMIN PASSWORD

FIRVIRE A upgrade has finished, Once the new firmware has been appied, the Access
CONFIG MANAGEMENT Poirt wil sutomatically reboct.

REBOOT/FULL RESET

MANAGEMENT INTERFACE

SNMP, UPNF & $YSLOG
TIME SETTINGS

Firmware Management

ETHERNET INTERFACE

GIRELES= RTERESCES Current firmware version 1.5.5.0-200707311340518

CONFIRLRATIONAZSE Upgrade firmware with file l

s=inni
T =

The field Current firmware version shows the firmware version running on your Legrand AP.

The firmware upgrade webpage displays the Then, click the Upgrade button to upgrade
Access Point’s current firmware version. the firmware.

Before upgrading the Access Point’s This process takes about 5 or 6 minutes.
firmware, be sure to download the latest

firmware from Legrand website

http:/lwww.wifi.legrandelectric.com.

Press the Browse button to select a firmware

file on your computer.

Note: When upgrading the firmware, you must not interrupt the Web browser or power down
your Access Point.

-
o
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1.8 | CONFIGURATION MANAGEMENT

u Iegrand. REMOTE MANAGEMENT = CONFIG MANAGEMENT

S s 3 . z
Wi-Fi Access Point Settings

ACCESS POINT OVERVIEW

REMOTE MANAGEMENT

IP ADDRESS This page allows you to backup the current configuration (as a text fie), or to

restore a previous configuration from a file stored on youPC. Once a

ADMIN PASSWORD ation has been 1 the Access Pont wil sutomatically apply the

FIRMMARE MANAG BMENT e confonaetan

CONFIG MANAGEMENT ]

REBOOT/FULL RESET

MANAGEMENT INTERFACE

SNMP, UPNF & SYSLOG

T Backup Config

ETHERMNET NTERFACE

MRELES= RIERE Save a copy of current settings

CONFIGURATION WIZARD

% I I l I Restore Config
- : = Restore saved settings fiom a file ' '

Saving and Retrieving the Configuration
The Access Point settings are stored on At a later stage, this file can then be restored
the AP. to the AP from the user’s computer (click on
This configuration can be backed up on Browse to locate the file, then on the Restore
the administrator’s computer as a text file button).

(Backup button).

—
-—
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1.9/ REBOOT / FULL RESET

Lllegrand’

REMOTE MANAGEMENT > REBOOT FULL RESET

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IP ADDRESS

ADMIN PASSWORD
FIRWAARE MANAGEMENT
CONFIG MANAGEMENT

REBOOT/FULL RESET L]

IMANAGEMENT INTERFACE
SHMP. UPNP & $Y3SLOG
TRME SETTINGS
ETHERNET INTERFACE
WIRELESS INTERFACE

Default Config

Revert to factory default settings
CONFIGURATION WIZARD

=il
Fl = ==

Reboot Device

Reboot the Access Point

Default Config

To restore the Access Point’s factory default
settings, click the Factory Defaults button
(this is equivalent to performing a long press
on the reset button.

Reboot Device

Click on this button to reboot the AP.

Any changes since the last Save will be lost,
all wireless connections will be terminated
during the reboot (this is equivalent to

performing a short press on the reset button).

Wi-Fi Access Point Settings

This page allows you to reboot your Access Point or to reset its seffings to the
factory defaulis. In factory default mode, the AP will start using DHCP or Auto-
IP, snnounce fzelfl via LPAP and directly show the Configuration Wizard on the
first connection.

Factory Defaults

Important:

Restoring the Access Point’s factory defaults
will erase all of your settings (Password,
Security Encryption, Wireless and LAN
settings, etc.), and replace them with the factory
defaults (see Administration password section).

-
N
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1.10 / MANAGEMENT INTERFACE

Lllegrand

u legra ndo REMOTE MANAGEMENT » MANAGEMENT INTERFACE
= e
Wi-Fi Access Point Settings
ACCESS POINT OVERVIEW
REMOTE MANAGEMENT
P ADDRESS This page allows you to selectively enabie administration modes : A
pitioie - HTTP (not recommended If your network is not lrusted),
FIRMAARE MANAGBMENT « HITPS (preferred mode, encrypted),

CONFIG MANAGEMENT
REBOOT/FULL RESET

MANAGEMENT INTERFACE W

SHMP, UPNP 8 $YSLOG
TIME SETTINGS

ETHERNET INTERFACE
WIRELESS INTERFACE
CONFIGURATION VIZARD

=111l
T mm

Web server configuration

Web server mode

Remote support configuration

Allow remote support fiom host

The Allow remote support from host field allowes to specify a machine that
will connect tothis device for support purpases. In order for this
tob , press the o Start button, which

will enable support connections for 10 minudes after the buttonis pressed. ¥

Both HTTP and HTTPS v

Apply

This page allows you to control the enabling/disabling of various methods to configure the

Access Point:

HTTP only: enables management via the web management interface (standard unencrypted

HTTP communication).

HTTPS only: enables management only via a secured web management interface (SSL
encrypted HTTP communication).
HTTP or HTTPS: enables management via either HTTP or HTTPS.

The Allow remote support from host field allows to specify a machine that will connect to this
device for support purposes. In order for this connection to be activated, press the
corresponding Start button, which will enable support connections for 10 minutes after the

button is pressed.

-
W
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1.11 / SNMP, UPNP & SYSLOG

L1 legrand’

REMOTE MANAGEMENT ~ SIIMP, UPHIF & SYSLOG

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IP ADDRESS

.w‘]
!u-.
4

ADMIN PASSWORD
FIRMNARE MANAG BMENT
CONFI3 MANAGEMENT
REBOOT/FULL RESET

MANAGBMENT INTERFACE

SNMP UPNP & SYSLOG L
TME SETTINGS SNI‘ 1 P
ETHERNET INTERFACE
D s e SNMP service status
CONFIGURATION WIZARD
System Location
L]
ze EHEN comaa
Community for read only access
EH T mm
Community for read/write access
UPnP
UPnP service status
Syslog
Syslog service status
Enable network repont
Syslog server IP addiess
Syslog server pont
SNMP

To enable SNMP (remote network
monitoring), click on Enable SNMP.

Disable SNMP will be selected by default
(after a factory default reset).

In the System Location and Contact fields,
specify a location and administration contact
details that will be displayed by the remote
SNMP console.

The Community for read only access and
Community for read/write access settings
allow controlling SNMP access respectively in
read and read/write to the AP.

UPnP

To allow the AP to announce itself to the
network using UPnP, select Enable UPnP.
By default, the UPnP is enabled to allow you
to use Legrand Control Point Discovery
Utility.

Wi-Fi Access Point Settings

This page slows you to control the network services on your Access £

Point.
« SNMP can be enabled or disabled, and
can be setup in this webpage.
» UPnP can be enabled or bled. Note: 3 UPNP wrill not

sllow the dscovery ool to sutomatically find your Access Point

(use with caution). If UPnP s disabled and you don't know the IP
address for your Access Point, you will need to periorm a Factory
defoull reset. "

O Enable SNMP (& Disable SNMP

® Enable UPnP O Disable UPnP

@ Enable Syslog O Disable Syslog

O Enable network report (& Disable network report

Syslog

To enable system logging, click the Enable
Syslog button (enabled by default).

If you have chosen to remotely monitor the
Access Point’s system logs, check enable
Network Report and select the monitoring
equipment machine’s IP address and UDP
port in the field Syslog Server IP Address
and Syslog Server Port respectively.

After changing settings on this page, click the
Apply button to validate your changes and
click the Save button to save your changes
for future reboots.

-—
=
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Show Log

Lllegrand

Click the Show Log button to see the 20 last logs or click Download full log file button to
retrieve all logs (see below) since the last reboot.

[llegrand’

ACCESS PONT OVERVIEW
REMOTE MANAGEMENT

P ADDRESE

ADMIN PALSWORD
FIRMAARE MAASEMENT
CONFIO MAHADEMENT
REDOOT/F ULL RESET
MANADEMENT INTERFACE
SHMP, UPHP & 5YSLOG L]
TRME SETTINGS

ETHERNET INTERFACE
WIRELESS INTERFACE
CONFIGURATION VAZARD

s=1nni
Fl - mm

REMOTE MANAGEMENT

LOG

Last20 logs

B

00:29:20
00:29:21
00:29:21
00:29:21
00:29:22
00:29:

00:29:

00:30:09
00:30:09
00:32:38
00:32:39
00:32:39
00:32:40
00:32:40
00:32:40
00:32:40
00:32:41
00:32:49
00:32:49
00:32:51

SRR EEEEEERREEEEEERS

Entree
Entres
Entree
Entree
Entree
Entree
Encres
Entree
Entree
Entres
Entree
Encres
Encres
Entree
Entree
Encree
Entres
Encres
Entree
Entree

user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice
user.notice

Wi-Fi Access Point Settings

This page alows you fo see last 20 logs of the AP. You can also download the
entine log fie on your PC.

serviced[1201] (web):
serviced[1208]: Child
serviced[1208] (web):
serviced[1210]: Child
serviced[1210] (web):
serviced[1218]: Child
serviced[1215] (web):
serviced[1224]: Child
serviced[1224] (web):
serviced[1227]: Child
serviced[1227] (web):
serviced[1265]: Child
serviced[1265] (web):
serviced[1271]: Child
serviced[1271) (web):
serviced[1274]) : Child
serviced[1274] (web):
serviced[1275]: Child
serviced[1278] (web):

serviced[1282]: Child

Call to codehandle_web_index took Os

at PID 1208 will handle comsand
Call to codehandle_veb_nav took
at PID 1210 will handle command
Call to codehandle web overview
at PID 1219 will handle command
Call to codehandle web_services
at PID 1224 will handle command
Call to codehandle_web_show_log
ac PID 1227 will handle command

web nav

0=

web overview
took 13

web services
took Os

web show_log
took Os

web lang

Call to codehandle_web_lang took 1=

at PID 1265 will handle command

web index

Call to codehandle web_index took 1s

at PID 1271 will handle command
Call to codehandle web nav took
at PID 1274 will handle command
Call to codehandle web_overview
ac PID 1279 will handle command
Call to codehandle_veb_services
at PID 1282 will handle command

web nav

Os

web overview
ook 1s

ueh services
took Os

web show_log

3
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1.12/ TIME SETTINGS

&
n Iegrand REMOTE MANAGEMENT > TIME SETTINGS

ACCESS PONT OVERVEWY
REMOTE MANAGEMENT

Wi-Fi Access Point Settings

IP ADDRESS This page allows you to et the current time on your Access Point. The

Access Poinl's time can ether be set manually (but time is then lost during a
ADMIN PASSWORD reboot), or using the network (NTP server).
FIRMKARE MANAGEMENT
CONFIG MANAGBMENT

REBOOT/FULL RESET

MANAGBMENT INTERFACE

SNMP, UPNP 2 SYSLOG

TIME SETTINGS '] ; .
Time settings
ETHERMET NTERFACE
WIRELESS INTERFACE Time zone | (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London 'f
R fion Configuration method @ Use NTP server © Configure manually
'EIEB I I I I NTP server | |
Bl I mm

Time Zone

In the menu change the time zone where your AP is located.

If your location does not appear in this list, select a location in the same time zone.
The default is GMT.

Configuration method

You can choose between two modes to adjust
the time on your AP: Use NTP server or
Manually.

- If you select Use NTP server, the Legrand
AP will automatically sync to UTC/GMT time
from the NTP server of your choice in the field
NTP server.

Over time, a device’s clock is prone to drift.
The Network Time Protocol (NTP) is one way
to ensure your clock stays accurate.

- If you select Manually, you will need to
manually adjust the current date/time (See
figure on next page). However, in this case the
time will be lost after a reboot.

-
o
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n bgrand. REMOTE MANAGEMENT > TIME SETTIIGS

Lllegrand

ACCESS POINT OVERVIEVY
FREMOTE MANAGEMENT

1P ADDRESS

ADMIN PASSWORD
FIRMWAR E MANAGEMENT
CONFIG MANAGBMENT
REBDOT/FULL RESET
MANAGEMENT INTERFACE

SHMP, UPNP & $YSLOG

TIME SETTINGS L] - .
Time settings

ETHERNET INTERFACE

WIRELESS INTERFACE Time zone

CONFIGURATION WIZARD

Configuration method

e EREN o
-=- Hour

Minute

Second

Wi-Fi Access Point Settings

This page allows you to set the current time on your Access Point, The
Access Poinl's ime can ether be et manually (out teme is then lost during a
reboot), or using the network (NTP server).

(GMT] Greemuicﬁ Meaﬁ Time: duhliﬁ. E"Girﬁurg'h,.lj*:;boa‘ Lunﬂon M|
© Use NTP server & Configure manually

[Aug [30 v][2007 |TE]

After changing settings on this page, click the Apply button to validate your changes and click
the Save button to save your changes for future reboots.

-—
~

USER GUIDE FOR LEGRAND DUAL
BAND WIRELESS ACCESS POINT



Lllegrand

1.13  ETHERNET INTERFACE

Clegrand’

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IF ADDRESS

ADMIN PASSWORD
FIRMAAR E MANAGEMENT
CONFIG MANAGEMENT
REBOOT/FULL RESET
MANAGEMENT INTERFACE
SNMP, UPNF & $TSLOG
TME SETTINGS

ETHERNET INTERFACE u
VARELESS INTERFACE
CONFIGURATION WZARD

= iinl
T =

ETHERNET INTERFACE

Wi-Fi Access Point Settings

This page allows you to activate VLAN trunking (802.1g) on your Access Poird
uplink port. You may then also select a VLAN for your Management intarface
and map each SSID to a different VLAN.

In addition, this page alows to aclivate the front port. Once it is activated, you
con select o VLAN for i,

Wired configuration

VLAN status O Enable VLAN & Disable VLAN

Front port configuration

Pont status ® Enable user pot O Disable user port
Associate to VLAN D | ] Native
Apply

By selecting Enable VLAN, you can activate =~ Associate to VLAN: If the front Ethernet port
802.1q VLAN trunking on the uplink Ethernet  is associated to a VLAN you can restrict the

interface.

traffic from/to the front Ethernet port to a

The default value is Disable VLAN, which will  specific VLAN ID or to the native VLAN.
not use any VLAN tagging on the uplink

interface.

After changing settings on this page, click the

In order to achieve a sufficient security level, Apply button to validate your changes and
VLANSs should be used to isolate traffic when  click the Save button to save your changes
several network names (SSIDs) are activated  for future reboots.

on the same radio.

Selecting Enable User Port activate the front

Ethernet port.

-
oo
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1.14 / RADIO SETTINGS

Lllegrand®
WIRELESS MTERFACE » RPADIO SETTIIGS

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IF ADDRESS

ADMIN PASSWORD
FIRMWARE MANAGEVENT
CONFIG MANAGEMENT
REDOOT/FULL RESET

MANAGEMENT INTERFACE
SHMP, UPNF 8 SYSLOG

TIME SETTINGS

General settings

ETHERNET INTERFACE

PIRELESS NTERFACE Country

BADID SETTINGS -

WIRELESS NETWORKS 802.11bg radio settings
RADIUS SETTINGS Radio status

CONFIGURATION YIZARD Transmit power

g_lg . l I I Preamble

Operating mode

ﬂ : = Channel

802.11aradio settings
Radio status

Transmit power
Preamble

Channel

The Legrand AP integrates two wireless
radios™ in order to create two overlaid
networks (802.11b/g on 2.4GHz and 802.11a
on 5 GHz).

Each radio can be enabled/disabled
independently (Radio status field).

The following settings are available for each
radio:

- The radio transmit power can be adjusted
on each radio (Transmit power field).

- The preamble type can be adjusted using
the Preamble Field (recommended value
Auto).

Wi-Fi Access Point Settings

This page allows you to conlrol parameters for your Access Pont radio
interfaces

« Enabiing or disabling the rado

« Selecting the RF transmit power level (in dBm)

« Choosing the wirelzss channel on which your Access Point operates
(which should be as far as possile from neighbouring wireless
networks)

FRANCE b

® Enable radio O Disable radio

|50% (15 dBm) v
Aute ¥
_M-xe& ¥

1 =

O Enable radio © Disable radio

The b/g radio can act as an 802.11 b only, an
802.11g only or an 802.11b/g mixed (default)
network.

The Operating mode allows to select the
compatibility mode for the 2.4GHz radio.

Note: The available channels supported by the wireless products depend on the country

(regulation) where they are installed.

For example, Channels 1 to 11 are supported in the U.S. and Canada, Channels 1 to 13 in

Europe and Australia and 1 to 14 in Japan.

* Only for Dual band Access point.

-
(=
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Lllegrand

802.11b/g Radio Frequency Channels 802.11a Wireless Channels

Channel Frequency Channel Frequency
1 2.412 GHz 36 5.180 GHz
2 2.417 GHz 40 5.200 GHz
3 2.422 GHz 44 5.220 GHz
4 2.427 GHz 48 5.240 GHz
5 2.432 GHz 52 5.260 GHz
6 2.437 GHz 56 5.280 GHz
7 2.442 GHz 60 5.300 GHz
8 2.447 GHz 64 5.320 GHz
9 2.452 GHz
10 2.457 GHz In a wireless network, it is the AP that selects
11 2.462 GHz the channel on which all radio transmissions
12 2 467 GHz will be performed.
13 2.472 GHz _ _ _ _
12 5 484 GHz After changing settings on this page, click the

Apply button to validate your changes and
click the Save button to save your changes
for future reboots.

N
o

USER GUIDE FOR LEGRAND DUAL
BAND WIRELESS ACCESS POINT



Lllegrand
1.15 | WIRELESS NETWORK

llegrand’
WIRELESS INTERFACE » WIRELESS NETWORKS
Save |

ACCESS POINT OVERVIEW
FEMOTE MANAGEMENT
ETHERNET INTERFACE
VIRELESS INTERFACE

Wi-Fi Access Paint Settings

This page provides you ar overvew of the current wireless networks ©
* their SSID
# the type of radic on which this wireless network is broadcast.
* optionally the VLAN & is mapped to.

Yiou can Edit or delete each wireless nebwork by pre=sing on the correspaonding
buitton,

RANIN SFTTINGS
WIRELESS NETWORKS [ ]

RADIUS SETTINGS

CONFIGURATION VAZARD
==1111 i —
ireless network configuration
Fll T mm SSID Type Action

wireless b/ Edit [ Delete |

Add | Add GuestAccess

This page shows you the list of SSIDs already configured.

The Edit button allows you to modify the corresponding SSID configuration.
The Delete button allows you to erase the corresponding SSID.
The Add button allows you to add a new SSID as described on the next pages.

You can use the Add Guest Access button to add your guests to a network that will only
enable them to connect to the Internet. Only one guest-access wireless network can be
created.

N
-
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Blegrand®
WIRELESS INTERFACE » WIRELESS HETWORKS

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IP ADDRESS

ADMIN PASSWORD
FIRMAARE MANAG EMENT
CONFIG MANADBVMENT
REBOOT/FULL RESET
MANAGEMENT INTERFACE

SHMP. UPNF & $YSLOG

Wi-Fi Access Point Settings

Tris page allows you to cortrol the parameters for the wreless network

(intial SSID ). You can specily a network name (S5I10) displayed to chents
when searching for a wineless network (the SSID should be unique in the
coverape area of your Access Poini(s)). This network can then be

specifically enabled on each radio interface. For this wireless network you

can choose between the supported Encryption types (sored from the =
weskez! lo the strongest encryplion). in order 1o select the encryplion,
choose the best available encryplion alzo supported on all the wireless:

TRME SETTINGS ’ A
Wireless network configuration
ETHERNET NTERFACE
S Network name (SSID) [Reseav-wiFi
RADIO SETTINGS .
Radio Enable on 802.11a radio
WIRELESS NETWORKS W

RADIUS SETTINGS
CONFIGURATION WIZARD Associate to VLAN

Encryption type CE S

o] I I I I Hide SSID [ Hide SSID

Eﬁi Beacon interval 100

u z = lgnore broadeast probe [ Ignore broadcast probe
DTIM period 1
802.11h [] Enable 802.11h
WM [] Enable Wi

Network name (SSID)
The SSID is also known as the wireless
network name.

The characters in this field are case sensitive.

Radio

In this field, you can select which radio this
SSID will be assigned to.

Possible choices are 802.11a only, 802.11bg
only or 802.11a + 802.11bg.

Encryption type

Enable on 802.11bg radio

choose your authentication method from the
following (from the lowest to the highest

security level):

1. OPEN

2. STATIC WEP

3. WEP with 802.1x

4. STATIC WPA

5. STATIC WPA with 802.1x
6. STATIC WPA2

7. WPA with 802.1x

8. STATIC WPA or WPA2

9. WPA or WPA2 with 802.1x

N
N
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Associate to VLAN
If VLANs are enabled, you can restrict the

traffic from/to this SSID to a specific VLAN ID.

Hide SSID

Check the field Hide SSID to prevent the AP
from broadcasting the SSID for this network.
Note: this will force the users to manually
enter the SSID for this wireless network on
their computers, and may even prevent some
wireless clients from connecting. This field is
unchecked by default.

Beacon Interval

Specifies how much time elapses between
two beacon frames sent from the AP.

The default value should be suitable for most
installations.

Ignore Broadcast probe requests
enable this option to prevent the AP from
responding to broadcast scanning from
wireless equipments (this can make the
wireless network less visible to scanning
tools).

Lllegrand

DTIM period (Delivery Traffic Indication
Message)

Specifies every how many beacons a DTIM
indication will be included (allows equipments
in power save mode to wake up).

The default value of 1 should be suitable for
most installations.

802.11h

Check this option to make the AP comply with
the IEEE 802.11h standard (radar avoidance
and power saving regulation for Europe).

The remaining Wireless Network fields
depend on the type of encryption selected
and are detailed per encryption type in the
sections below.

WMM

Check this option to activate Quality of
service, which is developed by the WiFi
alliance as a subset of 802.11e standard
called the Wi-Fi Multimedia (WMM)
specification.

23



Lllegrand

1.15.1 / WIRELESS NETWORK / SECURITY/Open

Olegrand’

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IP ADDRESS

ADMIN PASSWORD
FIRWARE MANAGEMENT
CONFIG MANAGEMENT
REBOOT/FULL RESET
LEANAGEWMENT INTERFACE
SHMP. UPHP & $YSLOG

TRAE SETTINGS

ETHERNET NTERFACE
WWIRELESS NTERFACE
RADIO SETTINGS

WIRELESS NETWORKS L]
RADIUS SETTINGS
CONFIGURATION WIZARD

=111l
==

Encryption type

Select Open.

WIRELESS INTERFACE » WIRELESS HETWORKS

Wireless network configuration

Netwark name (SSID)
Radio

Encryption type
Asseciate to VLAN
Hide SSID

Beacon interval

Ignore broadcast probe
DTIM period

802.11h

WM

Wi-Fi Access Point Settings

Tris page allows you to cortrol the parameters for the wreless network

(intial SSID ). You can specily a network name (SSID) displayed to chents
when searching for a wineless network (the SSID should be unique in the
coverape area of your Access Poini(s)). This network can then be
specifically enabled on each radio interface. For this wireless network you
can choose b the sug ion types (sorted from the =
weakest lo the sirongest encryplion). In order fo select the encryplion,
choose the best available encryplion alzo supported on all the wireless:
clients you would ke o allow on your network (WPA or WRAZ for
example). B02 1x encryplion types require an addiional ic i

Rt sarysr o re St for more 1 %1 ANe srs ]
|ReseauMﬁFi |
Enable on 802,11a radio Enable on 802.11bg radio
T

[ Hide SSID

100

[0 ignore broadcast probe
I

[ Enable 802.11h

[ Enable Wi

In this mode, any equipment is allowed to connect to your wireless network.
Your network will not be protected by any security or encryption.

N
S
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1.15.2 / WIRELESS NETWORK / SECURITY/STATIC WEP

1 legrand’

WIRELESS MTERFACE » WIRELESS NETWORKS

Wi-Fi Access Point Settings
ACCESS POINT OVERVIEW
REMOTE MANAGEMENT
IP ADDRESS Thiz page allows you to control the paramslers for the wirelezs network o
(iniial S50 ). Yiou can specify a network name (S50) displayed to clents
ADMIN PASSWORD when searching for 8 wireless network (the SSID should be unique in the
e coverage ares of your Access Poini(s)). This network can then be

CONFIG MANAGEMENT

REROOT/FULL RESET

specifically enabled on each rado irterface. For this wircless network you

“h ety h from the _
weakest bo the strongest encryplion). in crder 1o select the encryplion,
choose the best avallable encryplion also supported on all the wireless
chents you would Moo to allov on your mx(\'\l_’aorwnz_lu

MAHADEMENT INTERF ACE 802.1x encr require an
Radius sarves (aps Bads SAtoas) o moos nloomation) i V1 AR aca N
SHMP. UPHF & §YSLOD
S Wireless network configuration
ETHERNET INTERFACE
O Network name (SSID) Reseau-WiFi
RADIO SETTINGS
Radio Enable on 802.11a radio Enable on 802,11bg radio
WIRELESS NETWORKS L]
RADIUS SETTINGS Enciyption type
CONFIGURATIONWIZARD Key length © B4 bits O 128 bits
Key format O ASCHl O Hexadecimal
L7
szannn .
Bl = mm rewekey
Associate to VLAN
Hide SSID [ Hide SSID
Beacon interval 100
lgnore broadcast probe [ Ignore broadcast probe
DTIM period i1
802.11h ] Enable 802.11h
WHK [J Enable WM
R
Encryption type
Select Static WEP.

Key

Enter the WEP Key encrypting the data on
your wireless network.

WEP keys can be 64 or 128bits long and can
be entered as ASCII or in hexadecimal format.
The length of the keys will thus be:

- 10 hexadecimal digits for 64-bit keys

- 5 ASCII characters for 64-bit keys

- 26 hexadecimal digits for 128-bit keys

- 13 ASCII characters for 128-bit keys

N
()

You will need to enter this WEP key on each equipment that will connect to your wireless
network.
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1.15.3 / WIRELESS NETWORK / SECURITY/WEP with 802.1x

u bgrand. WIRELESS INTERFACE » WIRELESS HETWORKS

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

P ADDRESS

ADMIM PASSWORD
FIRMSARE MANAGEMENT
CONFIG MANAG BMENT
REBOOT/FULL RESET
MANAGEMENT INTERFACE

SHMP, UPNP & SYSLOG

Wi-Fi Access Point Settings

This page allows you to control the parameters for the wireless network
(inkial SSI ). You can specify a network name (SSID) displayed to chents
when searching for a wireless network (the SSID should be unique in the
coverage area of your Access Point(s)). This network can then be
specifically enabled on each radio interface. For this wireless nelwork you
ccan choose batween the supported Encryption types (sorted from the
‘wiakest to the sirongest encryplion). in crder to select the encryplion,
choose the best avallable il sl the wireless
clients you would Be 1o alow on your network (WPA or WPAZ for
example). 802 1x encryplion types require an additional suthertication

Ba

Bseline sorves ol ce Sadingie’) for mos & 16 1 ANe sre

~

~

TIME SETTINGS : )
Wireless network configuration
ETHERNET INTERFACE
S i Network name (SSID) \Reseau-WViFi
RADID SETTINGS
Radlio Enable on 802.11a radio
WIRELESS NETWORKS [} : )
E i WEP with 802.1x w
i A ncryption type | W
CONFIGURATION VIZARD Associate to VLAN | 1
Hide SSID
E’E . I I l e .D Hide SSID
Beacon interval |100
u s = Ignore broadcast probe [ Ignore broadcast probe
DTIM period 1
802.11h [ Enable 802.11h
WHK [ Enable WiiM

Encryption type
Select WEP with 802.1x.

Use WEP as an encryption mode and 802.1x
(Radius authentication) as the station
authentication protocol.

No key needs to be provided in this encryption
mode, as the key will be dynamically provided
by an external Radius server (See Radius
section).

Enable on B02.11bg radio

N
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Lllegrand

1.15.4 | WIRELESS NETWORK / SECURITY/STATIC WPA

Lllegrand’

ACCESS POINT OVERVEW
REMOTE MANACGEMENT

IP ADDRESS

ADMIN PASEWORD
FIRMMARE MAN ADBMENT
CONFIG MANAGEMENT
REDOOT/FULL RESET
MANAGEMENT INTERFACE
SHMP, UPNP & SYSLOG

TIME SETTINGS

ETHERNET NTERFACE
WIRELESS NTERFACE
RADID SETTINGS

WIRELESS NETWORKS L]
RADIUS SETTINGS
CONFIGURATION VAZARD

=il
L [

WIRELESS NTERFACE » WIRELESS HIETWORKS

Wi-Fi Access Point Settings

~

This page allows you to control the parameters for the wireless network

(indial SSID ). You can specify a network name (SSID) displayed to chents

‘when searching for a wireloss network (the SSID should be unigque in the

coverags area of your Access Poink(z)). This nebwork can then be

specifically enabled on each radio interiace. For this wireless network you

«can choose between the supported Encryplion types (sorbed from the -

weakest to the strongest encryption). In crder to select the encryption,

choose the best avadable encryption also supported on sl the wireless

clients you would like 10 allow on your network (WPA or WPAZ for

example). 02.1x encryplion types require an additional
Bk .

s eaeype iow smore

1\ AN arp M

Wireless network configuration

Network name (SSID) |R§seau-WiFi

Radio Enable on 802.11a radio Enable on B02.11bg radio
Encryption type | Static WPA

Passphiase [ensssass

Retype passphiase (essessse

Associate to VLAN |

Hide SSID [ Hide SSID

Beacon interval |100

Ignore broadcast probe [ Ignore broadcast probe

DTIM period 1
802.11h [ Enable 802.11h
WMM [ Enable WiiM
Encryption type
Select Static WPA.

This encryption is stronger than WEP, and

also called WPA-PSK (based on RC4+TKIP).

The key is provided as a passphrase of at

least 8 characters.

You will need to enter this WPA passphrase on each equipment that will connect to your

wireless network.

N
~J
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1.15.5 / WIRELESS NETWORK / SECURITY WPA with 802.1x

u Iegra“dO WIRELESS IITERFACE > WIRELESS IIETWORKS

Lllegrand

ACCESS PONT OVERVIEWY
REMOTE MANAGEMENT

IP ADDRESS

ADMIN PASSWORD
FIRMMARE MANAG BWVENT
CONFIG MONAGEVENT

REBOOT/FULL RESET

MANAGEMENT INTERFACE
SHMP. UPNP & $YSLOG

Wi-Fi Access Point Settings

This page allows you to confrol the parameters for the wireless network
(indtial SS0 ). You can specily a network name (SSID) displayed to clents
when searching for a wireless network (the SSID should ba unique in the
coverage area of your Access Poini(s)). This network can then be
specificaly enabled on each radio interface. For this wircless network you
e between the ted Encryplion types (sorted from the
weakest to the sirongest encryption). in order 1o select the encryption,
choose the best avalable encryplion also supported on al the wireless
chents you would le 1o allow on your network (WPA or WPAZ for

example). 802 1x encryplion types require an sddiional suthenticalion
BAdUS shryhs Backus Sadti 108 BOrs s A Akl Ars

~

v

TIME SETTINGS T .
. Wireless network configuration
ETHERNET INTERFACE
WSELERS WISHASE Network name (SSID) iF'ieseau-i.l'\iiFi
RADIC SETTINGS i
Radio Enable on 802.11a radio

WIRELESS NETWORKS -

Encryption type
RADIUS SETTINGS yptlon typ

BO2.1x

CONFIGURATION VAZARD Associate to VLAN J
% I ' I I Hide SSID [ Hide SSID
Beacon interval :103 _.
u z [—] lgnore broadcast probe [ Ignore broadcast probe
DTIM period L |
802.11h [J Enable 802.11h
WHI [ Enable Wi

Encryption type
Select encryption WPA with 802.1x.

Use WPA as an encryption mode and 802.1x
(Radius authentication) as the station
authentication protocol.

No key needs to be provided in this encryption
mode, as the key will be dynamically provided
by an external Radius server (See Radius
section).

[¥] Enable on 802.11bg radio

N
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1.15.6 / WIRELESS NETWORK / SECURITY/STATIC WPA2

Ol legrand’

P ADDRESS

ADBAIN PASSWORD
FIRMA&ARE MANAGEMENT
CONFIG MANADGEMENT
REBOOT/FULL RESET
HANAGEMENT INTERFACE
SHMP, UPNP & SYSLOG
THE SETTINGS
ETHERNET NTERFACE
WWIRELESS INTERFACE
RADID SETTINGS
WIRELESS NETWORKS -
RADIUS SETTINGS

CONFIGURATION WAZARD

s=iinl
= =

Encryption type

WIRELESS WITERFACE - WIRELESS LIETWORKS

Wireless network configuration

Network name (SSID)
Radio

Encryption type
Passpliase

Retype passphrase

Associate to VLAN

Hide SSID

Beacon interval

Ignore broadcast probe
DTIM period

802.11h

WM

Select static WPA2.

This encryption is stronger than WEP and
WPA, and also called WPA2-PSK or

802.11i-PSK (based on AES and CCMP).
The key is provided as a passphrase of at

least 8 characters.

Enable on 802.11a radio

Wi-Fi Access Point Settings

A

This page allows you to control the parameters for the wirgless network
(inial SSID ). You can specify a network name (SSID) displayed to clents
when searching for a wireless network (the SSID should be unique in the
coverage area of your Access Poini(s)). This network can then be
specificaly enabled on each radio interface, For this wireless network you

hoose between th ypion types (sorted from the 8
weakest 1o the strongest encryption). in order o select the encryption,
choose the best available encryption slso supported on sl the wirsless:

chients you would e 1o allow on your network (WPA or WRA2 for
example). 502.1x encryption h quire an

Eonlang s aeyps fo s b 14 53 Abe are

“

Reseau-WiFi
[#] Enable on 802.11bg radio

[ Hide SSID

100

[ Ignore broadcast probe

[1

[J Enable 802.11h
] Enable WMM

You will need to enter this WPA2 passphrase on each equipment that will connect to your

wireless network.

N
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1.15.7 INIRELESS NETWORK / SECURITY/WPA2 with 802.1x

L1legrand’

WIRELESS ITERFACE » WIRELESS NETWORKS

Lllegrand

ACCESS PONT OVERVIEW
REMOTE MANAGEMENT

® ADDRESS

ADMIN PAS PWORD
FIRMARE MAN A0 EMENT
CONFIG MANAGEMENT
REBOOT/FULL RESET
MANAGEMENT INTERFACE

SHMP, UPNF 8 SYSLOG

TIME SETTINGS 7 :
Wireless network configuration
ETHERMET INTERFACE
EEIEELE Network name (SSID)
RADIO SETTINGS "
Radio
WIRELESS NETWORKS "
Enciyption type

RADIUS SETTINGS

COMFIGURATION VAZARD Associate to VLAN

s=siinl
= ==

Hide SSID

Beacon interval

Ignore broadcast probe
DTIM period

802.11h

WMM

Encryption type
Select WPA2 with 802.1x.

Use WPAZ2 as an encryption mode and

(WPA2

Wi-Fi Access Point Settings

This page allows you to control the parameters for the wireless network
(inftial SSI0 ). You can specify name (S5ID) display clents
when searching for a wireless network (the S5ID should be unique in the
coverage area of your Access Poirt(s)). This network can then be
specifically enabled on each rodio interface. For this wireless network you
«can choose between the supporled Encryption types (sorted from the
weakest to the strongest encryplion). In order to sekect the encryption,
choose the best available encryplion al sl the wireless
chients you would e to alow on your network (WPA or WRAZ for

example). 502.1x encryplion types require an addiional suthentication
Bwiys epeyer & Sedinns) for mare i AN Able srm

~

~

|Reseau-WiFi

Enable on 802.11a radio

with 802, x

-
[ Hide SSID
|100

a Ignore broadcast probe

[ Enable 802.11h
[ Enable WM

802.1x (Radius authentication) as the station

authentication protocol.

No key needs to be provided in this
encryption mode, as the key will be
dynamically provided by an external Radius

server (See Radius section).

Enable on 802.11bg radio

W
o
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1.15.7  WIRELESS NETWORK / SECURITY/STATIC WPA OR WPA2

Lllegrand’

IP ADDRESS

ADMIN PASSEORD
FIRMSARE MANAS BMENT
CONFIG MANAGBVENT
REBOOT/FULL RESET
MANAGEMENT INTERFACE
SHMP, UPNP & SYSLOG
TIME SETTINGS

ETHERNET INTERFACE
VYMRELESS INTERFACE
RADID SETTINGS
WIRELESS NETWORNS L]
RADIUS SETTINGS
CONFIGLIRATION WIZARD

sZ1nnl
A ==

Encryption type

WIRELESS MTERFACE > WIRELESS METWORKS

Wireless network configuration

Network name (SSID)
Radio

Encryption type
Passplwase

Retype passphiase
Associate to VLAN
Hide SSID

Beacon interval
lgnore breadcast probe
DTIM period

802.11h

WM

Select Static WPA or WPA2.

Using this mode, mixed WPA and WPA2

Wi-Fi Access Point Settings

This page allows you to control the parameters for the wireless network =%

(inial SSID ). You can specity a network name (SSID) displayed to cients
when searching for a wireless network (the SSID should be unigque in the
coverage area of your Access Poini(s)). This network can then be
specificaly enabled on each radio interface, For this wireless network you

L ety th yption types (sorted from the
weakest to the strongest encryplion). In order to select The encryption,
choose the best avadable encryplion also supported on of the wireless
clients you would ke bo alovw an your network (WPA or WPAZ for

example). 802.1x encryplion types require an aditionsl
Rfnys sarypr {ans Bacdiis Seitinns) for maee 1 A1 AN are »

iReseau—WiFi

Enable on 802 11a radio Enable on 802.11bg radio

[ Static WPA or WPAZ

O Hide SSID

100

[] Ignore broadcast probe
1

[] Enable 802.11h

] Enable WM

(802.11i) clients will be allowed to connect to
the wireless network.

W
-
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1.15.8 / WIRELESS NETWORK / SECURITY/WPA or WPA2 with 802.1x

1 legrand’

WIRELESS INTERFACE > WIRELESS HETWORKS

ACCESS POINT OVERVIEWW
REMOTE MANAGEMENT

IF ADDRESS

ADMIN PASSWORD
FIRMSY AR E MANAGEMENT
CONFIG MANAGEMENT
REBOOT/FULL RESET

MANAGEMENT INTERFACE

SNMP, UPNP & SYSLOG

Wi-Fi Access Point Settings

Thiz page allows you to control the parameters for the wireless network
(intial SSID ). You can specify a network name (SSI0) displayed to chenls
when searching for a wireless network (the SSID should be unique in the
coverage area of your Access Poini(s)). This network canthenbe
specifically enabled on each radio interface. For this wircless nelwork you
can choose bety th ted Es ion b sorted from the
‘wieakest to the sirongest encryption). In order to sedect the encryplion,
toose the best avalable encryption also supported on & the wireless
chents you would e 1o allow on your network (VWPA or WPAZ for

example). B02.1x encryplion types require an addifional
1ox

Eacl s corvpr Eadk 15 ANe ses

~

»

TRME SETTINGS : "
Wireless network configuration

ETHERNET NTERFACE

el st Network name (SSID) Reseau-WiFi

RADIO SETTINGS i
Radio Enable on 802 11a radio

WIRELESS NETWORKS . |
Enciyption type IWPA or WPA2 with 202 1x Sl

RADIUS SETTINGS

CONFIGURATION VAZARD Associate to VLAN
Hide SSID [ Hide SSID
aa I I I I Beacon interval 100
- : =1 lgnore broadcast probe [ Ignore broadcast probe
DTIM period ]
802.11h [ Enable 802.11h
WK [ Enable WM

Encryption type
Select encryption WPA or WPA2 with 802.1x.

Use WPA or WPA2 as an encryption mode and
802.1x (Radius authentication) as the station
authentication protocol.

No key needs to be provided in this encryption
mode, as the key will be dynamically provided
by an external Radius server (See Radius
section).

Using this mode, mixed WPA and WPA2
(802.11i) clients will be allowed to connect to
the wireless network.

[#] Enable on 802.11bg radio

W
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1.15.9 / WIRELESS NETWORK / GUEST ACCESS

IJ Iegra"dc WIRELESS INTERFACE > WIRELESS NETWORKS
Save |

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

Wi-Fi Access Point Settings

Thiz page allows you lo control the parameder s for the gues] access wirsless
rietwork The default restricled sddresses specified by RFC1918 are (private
scdressT 100008, 17216 0.0/12 and 192.168.0 016 The added resiricted is
your network address sccordng 10 your access poirt configur sion.

“You can specify & network name (SSID) displayed to chents when searching
for & wireless network (the SSID shoukd be unigue in the coverage area of your
Access Poinl(s))

This network can then be specifically enabled on each radio interface,

For this wireless netvork you can choose betvveen the supported Encryption

ETHERTET NTERFACE
WIRELESS NTERFACE

RADIO SETTINGS

WIRELESS NETWORKS -
RADIUS SETTINGS

types (sorted from the weakest {0 the strongest encryplion). In order o select

the encryption, choose the best available encryplion also supporied on all the
wireless chents you would like to alow on your network (VWPA or WPAZ for

CONFIGURATION WIZARD

s<finnl
s

Wireless network configuration

Network name (SSID) [intemet

Radio F Enable on 802 11bg radio
Encryption type | Open =l
Associate to VLAN [

Hide SSID ™ Hide SSID

Beacon interval |10E|

lgnore broadcast probe | lgnore broadcast probe
DTIM period 1

802.11h ™ Enable 802.11h

WM ™ Enable WhMM

Blocked private networks, specified by RFC

Network IF address Netmask Filtered
[ S RS FE T R F'
fz " e .o o [FECI 2T S w
92 [ o [0 s [ss p o W

Blocked networks

Network IP address Netmask Filtered
fo " fo T fo " p [ss ~ [ss . foas T F’
. 3. - I =

Restore | | Apply | | Back |

In addition to the conventional wireless network parameters described above, this page also
lets you configure the networks to which people connected to this SSID will not have access.
By default, the private networks described in the RFC1918 are filtered automatically.

You have the option of setting a further 4 networks for filtering. The network hosting the access
point is automatically uncovered and pre-completed..

W
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1.16 / RADIUS SETTINGS

llegrand’
WIRELESS NITERFACE » PADIUS SETTHIGS

Lllegrand

ACCESS POINT OVERVIEW
REMOTE MANAGEMENT

IP ADDRESS

ADMIN PASSWORD
FIRMINAR E MANAG BVENT
CONFIG MANAGEMENT
REBOOT/FULL RESET

MANAGEVENT INTERFACE

SHMWP, UPNF & 5YSLOG

TIME SETTINGS

General Radius settings

ETHERMET INTERFACE

RELESS NIEREECE Reauthentication period
RADIO SETTINGS
WIRELESS NETWORKS Authentication server
RADIUS SETTINGS - Server IP address
CONFIGURATION VAZARD Server poit

— Shared secret

=< 1000 .

Accounting server
ﬂ : |—1 Server IP address

Server port

Shared secret

Wi-Fi Access Point Settings

This page alows you to interface with an exdernal Radius server for

al tication. 802.1x quest an tication to your
clients prior to allowing them to access your network. Nole: see the
Wirsless Networks wehpage to activate 802 1x on a network (click on Edi
and use 802 .1 in the Encryption Type). Any EAP authentication method is
supported by your Access Point. The acceptirsject decision for each client
will be performed by the Radius server dreclly (no passwordiey is then
stored onthe Access Point, in 802.1x mode), The Authentication server
fields alow you to specity which Radius server will perform chenl
authentication. The Accounting server fieids allow you to specify which

Eadsis carysr will parirem

v

1812

[1813

The Radius webpage allows your AP to delegate authentication to a remote Radius server

(using 802.1x port-based authentication).

Reauthentication period

In this field, you can specify every how many
seconds a wireless client will have to
reauthenticate.

Authentication Server IP address

This is the IP address of the Radius server
used for 802.1x client authentication.
Authentication Server port

Using this field, you can specify the
authentication port on the radius server.
Authentication Shared secret

This field contains the shared secret between
the Wireless Access Point and the radius
server to secure Radius communications.

Accounting Server IP address

This is the IP address of the server managing
wireless clients accounting.

Accounting Server port

Using this field, you can specify the
accounting port on the accounting server.
Accounting Shared secret

This field contains the shared secret between
the Wireless Access Point and the accounting
server.

After changing settings on this page, click the
Apply button to validate your changes and
click the Save button to save your changes
for future reboots.

3
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RESTORING THE FACTORY DEFAULT CONFIGURATION

Using the Reset Button

If an issue with your Access Point’s
configuration prevents you from connecting
back to its management interface, a factory
default reset will be needed.

To restore the factory default configuration
settings, use the Default Reset button on the
front of the wireless access point.

This reset button has two functions:

* Reboot. After a short press on the button,

the Wireless Access Point will reboot (restart).

This has the same effect as power cycling the
AP or pressing the Reboot button in the
Reboot/Full reset menu.

Default Factory Settings

When you start the first configuration of your
Legrand Access Point, the default factory
settings will be set as shown below.

Password None
Access Point Name AP Legrand
IP address ey
auto-IP

VLANSs Disabled
11a Network Name (SSID) Legrand
11g Network Name (SSID) Legrand
Broadcast Network Name (SSID) |Enabled

802.11a Radio Frequency Channel |Auto

802.11g Radio Frequency Channel |Auto

* Reset to Factory Defaults. If the reset
button is pressed and held for more than 5
seconds, the Blue LEDs will flash shortly and
the AP will reboot with its factory default

configuration.

SPECIFICATIONS

(no WEPR, no
Security mode WPA, no
WPA2)
NTP Disabled
SNMP Disabled
Syslog Disabled
Radius Settings None
UPNnP Enabled

Standards IEEE 802.11a, IEEE 802.11g, IEEE 802.11b, IEEE 802.3af

Internet Ports One 10/100 RJ-45 Port for connection to the backbone network (uplink port)
LAN One 10/100 RJ-45 Switched Ports

Reset Button One reboot/full reset button

Cabling UTP type CAT 5 Ethernet Cable or better

LEDs Power, DMZ, Internet, Ethernet (1, 2, 3, 4)

Dimensions 3.55” x 1.77” x 2.36”

(W x H x D) (90 mm x 45 mm x 60 mm)

Weight 0.19 Ibs. (90 g)

Power supply

Power over Ethernet (802.3af)

Certifications

CE

Operating Temperature

5 °C to 40 °C (41 °F to 104 °F)

Storage Temperature

-20 °C to 70 °C (-4 °F to 158 °F)

Operating Humidity

10 % to 85 % Non-Condensing

Storage Humidity

5 % to 90 % Non-Condensing

W
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GLOSSARY

100BASE-T
IEEE 802.3
specification for
100 Mbps
Ethernet over
twisted pair
wiring.

802.1x
802.1x defines
port-based
network access
control used to
provide
authenticated
network access
and automated
data encryption
key
management.
The IEEE 802.1x
draft standard
offers an
effective
framework for
authenticating
and controlling
user traffic to a
protected
network, as well
as dynamically
varying
encryption keys.
802.1x uses a
protocol called
EAP (Extensible
Authentication
Protocol).

802.11a
IEEE
specification for
wireless
networking at
54 Mbps using
orthogonal
frequency
division
multiplexing
(OFDM)
technology and
operating in the
unlicensed radio
spectrum at
5GHz.

802.11b

IEEE
specification for
wireless
networking at 11
Mbps using
direct-sequence
spread-
spectrum
(DSSS)
technology and
operating in the
unlicensed radio
spectrum at
2.4GHz.

802.11g
IEEE
specification for
wireless
networking at
54 Mbps using
orthogonal
frequency
division
multiplexing
(OFDM)
technology and
operating in the
unlicensed
radio spectrum
at 2.4GHz.
802.11gis
backwards
compatible with
802.11b.

802.11i
IEEE 802.11i,
also known as
WPAZ2, is an
amendment to
the 802.11
standard
specifying
security
mechanisms for
wireless
networks.

Lllegrand
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AP

Access Point

Centrino
Chipset
developed by
Intel for mobile
computing,
especially
laptops. They
incorporate
builtin wireless
adapters.

Channel
Subdivision of
the Wi-Fi band
13 channels are
available in
France in the 2.4
GHz band.

Configuration

password
Password
needed to
change the
Legrand Access
Point
configuration
(channel, SSID,
encryption). The
configuration
password is
requested when
you connect to
the management
interface.

DHCP

(Dynamic Host
Configuration
Protocol)

An Ethernet
protocol
specifying how
a centralized
DHCP server
can assign
network
configuration to
multiple clients.
The assigned
information
includes IP
addresses, DNS
addresses, and
gateway (router)
addresses.

Encryption
Encoding of
information
exchanged
between two
wireless
equipments to
make them
unintelligible to
any other
equipment that
is not aware of
the encryption

key/passphrase.

ESSID (also

called SSID)
The Extended
Service Set
Identification
(ESSID) is a
thirty-two
character
(maximum)
alphanumeric
key identifying
the wireless
local area
network.

Ethernet

The 802.3 IEEE
standard
network
protocol that
specifies
communication
s over twisted
pairs.

Firmware
Sofware that is
written onto the
flash memory of
the Access
Point. It is
retained even
when the device
is turned off.

Lllegrand

Gateway

A local device,
usually a router,
that connects
hosts on a local
network to other
networks.
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Hexadecimal
key
Representation
in hexadecimal
format
(computing) of
the network key.
Used only with
WEPR

Some Wi-Fi
adapters only
allow the input
of a network
key in its
hexadecimal
format.

With WEP
64-bit
encryption, the
hexadecimal
key is
represented by
10 characters
within the range
OtoQoratof
When WEP
128-bit
encryption is
used, the
hexadecimal
key is
represented by
26 characters
within the range
OtoQoratof

IP/ Internet

Protocol
Internet
Protocol is the
main
internetworking
protocol used in
the Internet.

IP Address
A four-byte
number
uniquely
defining each
host on a
network, usually
written in
dotted-decimal
notation with
periods
separating the
bytes (for
example,
134.177.244.
57).

MAC

address

The Media
Access Control
address is a
unique 48-bit
identifier
hardware
address
assigned to
every network
interface card
according to
the template
XXIXXIXXIXX XXX
X (with
x=character
within the range
Oto9oratof).

Mbps
Megabits per
second.

Netmask
Combined with
the IP address,
the IP Subnet
Mask allows a
device to know
which other
addresses are
local to it, and
which must be
reached
through a
gateway or
router.

A number that
explains which
part of an IP
address
comprises the
network
address and
which part is
the host
address on that
network. It can
be expressed
in dotted-
decimal
notation or as a
number
appended to
the IP address.

Network key
Code enabling
the encryption
and decryption
of the
information
exchanged
between
devices.

Lllegrand

Open system
Mode for
wireless
communication
without
encryption.

W
oo

USER GUIDE FOR LEGRAND DUAL
BAND WIRELESS ACCESS POINT



RADIUS
Short for
Remote
Authentication
Dial-In User
Service,
RADIUS is an
authentication
system.

Using RADIUS,
you must enter
your user name
and password or
certificates
before gaining
access to a
network. This
information is
passed to a
RADIUS server,
which checks
that the
information is
correct, and
then authorizes
access.

Securing a
Wi-Fi
network
Adding
encryption to
Wi-Fi
communications

Shared
KeyShared
key =Pre-
shared Key
(PSK) =
network key

SSID
See ESSID.

Upgrade

To replace
existing
software or
firmware with a
newer version.

Lllegrand

WEPs

Wired
Equivalent
Privacy is a
data encryption
protocol for
802.11 wireless
networks.

All wireless
nodes and
access points
on the network
are configured
with a 64-bit or
128-bit Shared
Key for data
encryption.

Wi-Fi

A Commercial
brand certifying
interoperability
for 802.11a/b/g
wireless
devices.
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DECLARATION Ce€

DE CONFORMITE

Nous déclarons que les produits satisfont aux dispositions de :
We declare that the products satisfy the provisions of :

La Directive 1999/5/CE du Parlement européen
et du Conseil du 9 mars 1999 "R & TTE"

Sous réserve d'une utilisation conforme a sa destination
et/ou d'une installation conforme aux normes en vigueur
et/ou aux recommandations du constructeur

La libération des canaux est sous la responsabilité
de chaque pays. L'administrateur réseaux sans fil
doit configurer le pays. Ainsi les canaux seront
automatiquement en conformité avec les dispositions
du pays

On condition that they are used in the manner
intended andy/or in accordance with the current
installation standards and/or with the manufacturer's
recommendations

Channel availability depends on local country regulations.
The wireless LAN system administrator must choose the
correct country of operation. Channels are then
automatically configured to comply with specified
country's regulations.

Ces dispositions sont assurées pour la directive 1999/5/CEE par la conformité aux normes suivantes :
These provisions are ensured for directive 1999/5/CEE by conformity to the following standards:

EN 301 489-17
EN 301 489-1
EN 60669-2-1

EN 60950
EN 300 328
EN 301 893
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LEGRAND SNC

World headquarters:

128, av. du Maréchal-de-Lattre-de-Tassigny
87045 Limoges Cedex - France

tél. : 05 55 06 87 87 +

télex : 580048 F

fax : 05 55 06 88 88

Technical support:
0810484848

07 8503 362 D






